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Abstract

Image steganography is the process of hiding confidential information within digital
images by introducing subtle modifications that are generally imperceptible to human
vision. However, conventional steganographic techniques often encounter challenges
related to limited data-hiding capacity, reduced robustness, and vulnerability to various
forms of analysis or attack This paper proposes image steganography based on
generative adversarial networks, called IM-GAN, used to improve the capacity of the
image steganography framework. The proposed work includes three steps: first, the
encoder steps used for embedding secret data into cover images. The second is a
decoder for secret message recovery. Thirdly, a critic for visual quality assessment
and a noise layer to enhance robustness against attacks. Through the combination of
densely connected convolutional features, a Residual Kolmogorov Arnold Network
(RKAN)-based convolutional layer, and a multi-objective loss function, IM-GAN
enhances hiding capacity while preserving high visual quality and maintaining strong
security. Three different datasets are used (DIV2K, MS COCO), along with BossBase
1.01 (512x512 pixels), to evaluate the results. The IM-GAN attains an embedding
capacity of up to 4 bits per pixel (bpp) with high decoding accuracy and minimal
perceptual distortion, even under Gaussian noise interference. Different parameters
used to evaluate the proposed work demonstrate enhancement in terms of Peak
Signal-to-Noise Ratio (PSNR), Structural Similarity Index (SSIM), Human Visual
System (HVS), SRNet, XuNet, and Ye-Net, while still achieving competitive
performance even when trained using a relatively small dataset.

Keywords: Deep learning, Steganography, Security, Peak Signal-to-Noise Ratio (PSNR), Generative Adversarial
Networks, SRNet, XuNet,Ye-Net.
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I. Introduction

In recent times, the fast development of
information and communication
technology has enabled the free and easy
transfer of the vast amount of data over
the open internet. This free flow of
massive data over the internet network in
turn posed a severe threat towards the
privacy preserved sensitive data transfer
where  the intruders/attackers are
constantly faced. Although the transfer
(sending or receiving) of the data
information (such as the video, audio,
image, and text) became very easy,
securing the sensitive information over
the insecure public network posed new
challenges. For secured information
transfer from the sender to the received
end, diverse information  hiding
techniques, including steganography,
cryptography, and watermarking, have
been introduced. Using the
steganography scheme, the secret or
private data can be hidden within
different media, including the color or
grayscale image (Singh et al., 2019).

The steganography technique can be
categorized into various types based on
the cover media such as the image,
audio, text, video, DNA, or even protocol
(Hussain et al. 2018) wherein every such
cover media has its own merits and
demerits (Dhar and Banerjee 2019;
Kadhim et al., 2019). Over the past
decades, intensive studies have been
performed to develop some highly robust
and secured image steganography
schemes (ISSs). Essentially, these 1SSs
became promising owing to their easy
transmission capacity of the multimedia
contents via different low-cost devices
(for example smart mobile phones and IP
digital cameras) and social media
application platforms such as the
WhatsApp, Twitter, Facebook and
LinkedIn (Hussain et al., 2018). Despite
the popularity and robustness of these
ISSs, various issues related to the image
security and concealment of the secret
message for the safe information transfer
remains unresolved. In addition, a better
understanding of the secret data
embedding processes in an image is vital
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for the development of an outperforming ISS (Sahu
and Swain, 2020).

Modern steganographic techniques typically embed
information by modi- fying a carrier medium[3].
Digital images are the most prevalent carriers due to
their widespread availability and high redundancy.
Secret information is often encoded into low-level
features such as pixel values[4] or Discrete Cosine
Transform  (DCT)  coefficients.  Conversely,
steganalysis aims to uncover evi- dence of covert
communication by detecting statistical anomalies or
feature distortions introduced during the embedding
process[5]. This adversarial dy- namic constitutes
the core conflict driving the evolution of
steganography, a struggle that is structurally
analogous to the attack-defense paradigm in
traditional information security. The steganography
technique has been applied in the field of medical
diagnoses (Arunkumar et al., 2019; Eze et al., 2019),
military and defense (Tuncer and Avci, 2016),
multimedia biometric data security (Mohsin et al.,
2018) and cloud computing (Shanthakumari and
Malliga, 2019). The fundamental issues and
difficulties concerning the performance of the
existing state-of-the-art steganography schemes are
related to the payload capacity, imperceptibility, and
security (Hussain et al., 2018).

The payload capacity of a steganography system is
defined as the maximum size of the secret message
that can be hidden into the image media (Kadhim et
al., 2019). The maximum payload refers to the
highest limit of the secret data that can be embedded
into the image. The imperceptibility of a
steganography system signifies the carrier media
quality that can be used for hiding the secret
message following the algorithm embedment
(Hussain et al, 2018). The security of a
steganography system (Swain et al., 2019) refers to
its robustness against various statistical attacks such
as the chi-square, human visual system (HVS) and
histogram analysis. In this perception, present study
intends to resolve various issues related to the
existing steganography system and improve its
robustness in terms of high security, high payload
capacity, and imperceptibility.

The enhancement of imperceptibility (embedding
procedure) was an important subject of various
works in steganography and steganalysis, which is
significant to note. Based on the literature review,
the PSNR and SSIM were used to test the
performance of imperceptibility [23][24][12][1].
Indeed, one of the greatest difficulties with the
steganography system is improving SSIM and
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PSNR. Several studies have been
suggested to improve the SSIM and
PSNR values, whereas the payload
capacity is a Trade-Off between those
two metrics. The trade-off between those
two issues is the main research gap in
image steganography.  Nevertheless,
despite the achievement of some
intriguing findings, only a few studies on
the payload capacity have been carried
out [27][28][29][30][25][26]. Therefore,
the trade-off between the steganography
requirements is not balanced. In order to
improve the PSNR and SSIM values,
many investigators used a small payload
capacity  [31][14]. According to
observations, using a large payload
capacity degraded the quality of the
image by lowering SSIM or PSNR and
vice versa [2][14][30][31][32]. When the
PSNR value is equal to 45 dB or below,
it is regarded as low imperceptibility
[33]. In SSIM, if the result of SSIM
equals or is close to 1, that means the two
images are considered similar (original
and stego image) [3][17][34][35].

Based on the security issues in image
steganography, various methods have
been extensively debated in recent
research [18][19][20]. Various methods
to address this issue using noise removal,
data encryption, etc., security flaws
continue to exist. Consequently, it
became necessary to develop new and
more effective techniques for concealing
confidential data with security [21][22].
Most of the methods used the LSB
technique in order to hide confidential
data due to the simple embedding within
the LSB component of the pixel. These
methods have certain limitations in terms
of security issues. Different methods
have been introduced to improve
security. The pixel randomization
method was more effective than other
methods because it used the same pixel
characteristics [23][24].

Based on the above, this explains the
absence of studies exploring more than
one criterion, thus making comparing
previous  approaches difficult or
impossible, as mentioned in the related
work section with different important
methods [20][21][22][40]. Therefore,
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improving steganography requires a new scheme to
solve different issues (imperceptibility, capacity, and
security). Evaluation criteria are related to the
research gaps. Therefore, the research gaps in
steganography might be a challenging multi-criteria
issue with competing benchmarking and assessment
criteria. To overcome these limitations, the demand
for a smarter and more effective method for data
hiding that treats security, imperceptibility, and
computational complexity is necessitated. The
proposed research  achieves the following
contributions:

- A new convolutional neural network (IM-GAN) is
introduced to enhance image steganography
performance.

- A novel loss function is introduced to regulate
image distortion by adaptively controlling the
intensity of the added noise.

- Evaluate the framework based on different metrics
(Human Visual System (HVS) attack, Structural
Similarity Index Measure (SSIM), Mean Squared
Error (MSE), and Peak Signal to Noise Ratio
(PSNR)) and security parameters (SRNet, XuNet,
and Ye-Net), and comparable performance metrics
using a limited number of training samples.

Il. Related Work in Steganography and

Deep Learning

Image steganography aims to conceal secret
information within a cover image while preserving
the perceptual quality of the resulting stego image
and preventing unauthorized detection of the hidden
content.  Conventional image steganography
generally operates in either the spatial domain or the
transform domain. Spatial-domain approaches
directly modify pixel values, whereas transform-
domain techniques embed information into
frequency coefficients obtained through
transformations such as the Discrete Cosine
Transform (DCT) or Discrete Wavelet Transform
(DWT). Although conventional methods are
relatively simple and computationally inexpensive,
fixed embedding rules can limit their adaptability,
payload capacity, and resistance to modern
steganalysis. Due to the fact that recent studies have
shown how deep learning has become more and
more significant as a result of the ability for learned
models to simultaneously optimize multiple tasks
(feature extraction, embedding, reconstruction, and
security objectives), as opposed to solely utilizing
hand-crafted embedding methods [1].

Deep learning-based approaches to image
steganography have relied on the wuse of
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convolutional neural networks (CNNSs)
as the primary architecture. CNNs allow
for automatic feature learning such as
spatial structure, texture, edge, and local
statistical properties that are useful in
identifying  potential  locations  for
embedding secret data. In contrast to
traditional techniques that utilize fixed
mathematical equations to determine
pixel-level or transform coefficient
selection criteria, CNN-based image
hiding  systems  extract  feature
representations from both the cover and
secret images. Multi-scale convolution
provides an added advantage in terms of
providing multi-scale filters that can
simultaneously capture detailed texture
features and global structural features. As
a result, many current state-of-the-art
deep steganographic systems employ
various types of feature extraction based
on multi-scale convolutions;
concatenation of extracted features;
residual connections; attention
mechanisms; and adaptive loss functions
to provide better trade-offs between
hiding capacity, reconstruction quality,
and imperceptibility [30].

An example of a new development in
this area has been shown by Yao et al.
(2024), who developed an end-to-end
image steganography method based on a
combination of Generative Adversarial
Networks (GANSs) and Discrete Wavelet
Transforms (DWTs). In their system
architecture, they use a multi-scale
attention  convolutional module to
combine the features from different
scales, so as to locate where the secret
data should be embedded. In addition to
locating the best location for embedding
the secret data, the system also uses a
fusion  techniqgue to allow the
introduction of the secret data into the
image at various levels of modification.
The system also includes an adversarial
discriminator, which compares the
original image (cover) and the modified
image (stego), in order to increase the
invisibility of the secret data. This
research indicates that convolutional
neural networks are not only able to
extract features from images, but also
incorporate attention mechanisms and
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frequency domain representations to adaptively
determine how to embed secret data into images
[31].

The importance of being able to handle various
types of image-processing (i.e. JPEG compression,
noise, quantization, resize) prior to extracting the
hidden message from a stego image is now being
recognized as a critical factor in the development of
robust deep image hiding techniques. To address this
issue, Yang et al. (2024) developed PRIS, a practical
robust invertible network for image steganography.
PRIS utilizes enhancement modules before and after
extraction and uses a multi-stage training process to
enhance its resistance to multiple types of distortion.
Additionally, the authors addressed the error
introduced into the system due to the conversion of
neural network output to standard image formats;
these errors are typically ignored in purely
theoretical implementations. This work illustrates
the growing interest in developing deep learning-
based steganography models that can maintain their
effectiveness after undergoing realistic image-
processing operations as opposed to only when they
operate in distortion-free environments [32].
Another major area for development is to improve
the quality of multi-level feature representations. For
example, Cheng et al. (2025) developed MFI-Net, a
reversible image hiding system which uses a
combination of an up-sampling convolution module
and a residual dense module. Both of these types of
modules allow the model to use the low-level
features (i.e., edges, textures) from the first level of
the network as well as the high-level features (i.e.,
semantic) of the upper levels of the network.
Additionally, a frequency-domain loss was added to
encourage secret data to be placed into regions that
would be easier to hide. This work illustrates the
need to preserve information at each level of the
network; preserving information throughout each
convolutional layer will enhance the quality of the
stego-image and the reconstruction of the original
secret image [33].

The significance of residual convolution and
attention is demonstrated through RISRANet by Liu
et al. (2025). RISRANet uses an invertible
architecture  with  residual structures, mixed
attention, channel shuffling, and multi-scale dilated
convolutions. Different dilation rates allow for a
larger receptive field and provide the model with the
ability to learn features at various spatial scales.
Residual connections allow the model to reuse
previously learned features, reducing the amount of
feature loss that occurs when the network grows in

depth. In addition to using these techniques,
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RISRANet  incorporates  structural
similarity information into the loss
function to improve the quality of secret
image reconstruction. These results
support the notion that residual learning
can enhance information flow throughout
the hiding and revealing stages [34].
Dense feature propagation is being
studied for its ability to improve
computational performance. Zhu et al.
(2025) developed NCL-Net which is an
efficient invertable image hiding
framework using a multi-scale dense
connection scheme, a low cost
interaction unit and a noise constrained
loss. Multi-scale images can be extracted
using convolutional filters of varying
size prior to the use of invertable units,
and the dense connections enable the use
of previously produced features.
Furthermore, the noise constrained loss
allows the regulation of how much
information is lost during the hiding
process thus providing a better way of
transferring secret information to the
stego image. This research shows that
dense connectivity and the right loss
function can simultaneously enhance
image quality, reconstruction quality,
computational efficiency and
generalizability [35].

In recent years, many researchers have
also been working to improve the
traditional convolutional generator of
GANSs. Liang et al. (2025) developed
UMSA-GAN, an approach that
incorporates both multi-scale feature
fusion and a residual attention
mechanism. multi-scale skip connections
are used by the generator to combine
shallow texture data with deeper
semantic data, whereas the residual
convolutional block attention mechanism
provides guidance to the network
regarding which areas of the image
contain the highest frequency content,
therefore making them better candidates
for modification. In addition to being
able to direct the network toward the
most relevant parts of the image, the
system also uses steganalysis-based
discriminators to provide additional
layers of security. These types of
architectures illustrate how residual
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connections, convolutional attention mechanisms,
and multi-scale feature integration can help address
the problem of information loss caused by the
continuous stacking of encoder layers [36].

Wang et al. (2025) proposed another hybrid
architecture  for image steganography that
incorporates invertible neural networks and GANS.
They used their proposed framework to evaluate
various methods of recovering secrets (e.g.,
decoders using DenseNet) to increase the likelihood
of success for both the visual invisibility of the
embedded secret and the accuracy of recovering the
embedded message. The use of adversarial training
in conjunction with densely connected convolutional
layers is especially applicable in this case since
adversarial training enhances the naturalness of the
generated stego images while the dense connections
facilitate the propagation of secret data during secret
recovery [37].

Security has been improved through several means
other than visual imperceptibility. Yang et al. (2025)
introduced  DKIiS  (decay-weight invertible
steganography) which is an architecture for
invertible steganography that includes a private-key
mechanism. A decay-weight strategy controls the
movement of redundant data from the secret pipeline
to the cover pipeline, and a private key limits secret
embedding and extraction to only authorized users.
DKiS illustrates that modern image-hiding
techniques are increasingly addressing security
issues by  focusing on  imperceptibility,
reconstruction accuracy, model behavior, and access
control, instead of simply making sure the cover
image looks like the stego image [38].

The development of loss-function optimization as a
crucial part of CNN-based image hiding has also
occurred at the same time. A three-part CNN
architecture was introduced by Malathi and Gireesh
Kumar  (2025). The architecture includes
preparation, hiding, and revealing networks. Several
convolution kernels are used to obtain information
about images from different perspectives, and
multiple loss functions are examined to find the best
way to balance distortion in the cover-image with
the ability to reconstruct the secret image. The
findings of Malathi and Gireesh Kumar indicate that
simply using a network architecture is not enough to
produce high-quality steganography. In addition, the
objective  function should explicitly address
competing objectives like distortion, payload,
reconstruction quality, and robustness [39].

Recent work has continued this progression. Duan et
al. (2026) introduced HSecNet, which combines

convolutional processing with multi-scale Gaussian
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difference  decomposition,  spatial-
adaptive modulation, attention pooling,
and Transformer-based feature modeling.
The method separates image
characteristics into  frequency-aware
representations and encourages secret
information to be concentrated primarily
in  middle- and high-frequency
components. Its convolutional and
attention  modules  further  focus
embedding on complex texture regions,
where modifications are less perceptible.
HSecNet therefore illustrates the current
movement toward hybrid architectures
that combine local convolutional
modeling  with  global  contextual
processing and frequency-aware
embedding [40].

Similarly, Igbal et al. (2026) proposed an
end-to-end CNN framework that jointly
integrates image transformation,
encryption, steganographic embedding,
and reconstruction. The study illustrates
the continuing importance of
convolutional networks in secure image
transmission and confirms that CNN
architectures remain effective when
multiple security operations must be
learned within a unified framework
rather than performed independently
[41].

Despite these advances, most of the
recent approaches reviewed above
continue to depend on standard
convolutional operators, residual/dense

convolutional blocks, attention
mechanisms, GAN structures,
Transformers, or invertible neural
networks.  Conventional convolution

applies linear kernel operations followed
by predefined nonlinear activation
functions. Increasing the number of
convolutional layers can improve
representation capability, but it may
simultaneously increase computational
complexity, parameter count, and
optimization difficulty. Residual and
dense connections alleviate some of
these problems by encouraging feature
reuse and improving gradient
propagation; however, the fundamental
nonlinear representation inside the
convolutional operation remains largely
governed by fixed activation
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mechanisms [42].

Kolmogorov—-Arnold Networks (KANS) provide an
alternative approach to nonlinear representation by
replacing conventional fixed activation behavior
with learnable nonlinear functions. More recently,
the Residual Kolmogorov-Arnold  Network
(RKAN) has been proposed as a convolution-
compatible residual mechanism intended to integrate
richer nonlinear transformations into conventional
deep vision architectures. RKAN has been
investigated with several CNN families, including
residual and dense architectures, indicating that
KAN-inspired  feature  transformations  can
complement conventional convolutions [13]. KAN-
based processing has also started appearing in
adjacent image-security applications, including
robust watermark recovery and proactive image
forensics, indicating potential for learned nonlinear
KAN representations in information-hiding tasks
[43].

Therefore, the recent literature suggests a continuing
need for image-hiding architectures that provide
stronger nonlinear feature representation without
excessively increasing network depth, while
simultaneously preserving information through
dense and residual connections. In addition, recent
studies demonstrate that carefully designed multi-
component, frequency-aware, structural, or noise-
constrained losses can substantially affect the
balance between visual fidelity and secret
reconstruction. These observations motivate the
integration of a dense convolutional structure with a
Residual Kolmogorov-Arnold Network
convolutional layer and a multi-term loss function.
Such an architecture can potentially exploit dense
feature reuse while using RKAN-based nonlinear
transformations to model complex relationships
between the cover and secret images. At the same
time, an adaptive loss mechanism can regulate
embedding distortion and noise intensity, providing
a mechanism for balancing payload capacity, stego-
image quality, reconstruction accuracy, and
resistance to steganalysis.

I11. Proposed IM-GAN

The following exposition outlines the formal
notation, architectural framework, and procedural
steps for model training. A typical steganographic
framework comprises two primary modules: an
encoding module that trans- forms a cover image
and a binary message into a steganographic
container, and a complementary decoding module
for message distillation. Crucially, a critic network is
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integrated into this framework to
evaluate  the  encoder-  decoder
performance, with its feedback being
instrumental in driving the iterative
refinement of the generated
steganographic media.

3.1 Definitions and Notations

To formally describe the system,
we define the following notations,
syntax, and semantics.

C and S: These notations denote
the cover image used to conceal
the secret information and the
resulting stego image containing
the embedded data, respectively.
Both CC and SS are represented as
RGB color images, with HH and
WW indicating the image height
and width, respectively.

Image format: The image is
formatted as X € [0, 1]JHxWx3,
with 3 denoting the number of
color channels.

Secret Message (M): M € [0, 1]
DxWxH is the binary message to
be hidden in C, which is randomly
generated.

Payload Capacity (D): D represents
the payload, defined as the number
of bits that can be reliably decoded,
where p € [0, 1] is the bit error
rate. The actual relative payload is
given by (1 — 2p) D, which
corresponds to the number of bits
that can be reliably decoded, with p
€ [0, 1] as the bit error rate. ACC
€ [0, 1] denotes the decoding
accuracy.

The cover image C is randomly
drawn from the probability
distribution PC associated with a
standard image dataset. The
sampled image is subsequently
passed to the learned encoder
E(C,M), together with the secret
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message M, to produce the stego image S. A
noise layer is then applied to SS, resulting in
the perturbed stego image S'. The secret
message M is subsequently extracted from S’
using a learned decoder D(S'). Given a fixed
message distribution, the optimization task is
to train the encoder E and decoder D to
minimize the decoding error rate p, and the
divergence dis(PC, PS" ) between the natural
image distribution and the steganographic
image distribution. To optimize the encoder
and decoder, an evaluation network C is also
trained to compute dis (PC, PS’).
Furthermore, a novel noise layer N is
incorporated into  the  steganographic
network to improve its robustness and
strengthen its resistance to potential attacks.
Let Conve D — D’ : X € RDXWxH — ¢ €
RD'xXWxH be a convolutional block that
maps an input tensor X to a feature map ¢
with the same width and height but
potentially different depth. The
convolutional  block  consists of a
convolutional layer with a kernel size of 3,
stride of 1 (to ensure the spatial dimensions
remain  consistent after convolution),
followed by a LeakyRelLU activation
function and batch normalization. When the
convolutional block serves as the network’s
final layer, both batch normalization and the
activation function are excluded.

3.2 Methodology

This work proposes a new generative
adversarial network, referred to as IM-GAN,
for concealing arbitrary binary sequences
within cover images. As illustrated in Figure
1, the overall architecture consists of four

main components.
Figure 1: The overall methodology of IM-GAN.
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e The Encoder, which takes as
input the cover image and the
data tensor (i.e., the message),
and generates the stego image.

e The Decoder, which receives the
stego image and attempts to
recon- struct the original data
tensor.

e The Critic, which evaluates the
visual quality of both the cover
and stego images.

e The Noise Layer, which takes the
encrypted image generated by the
encoder and injects the pre-
defined noise into it.

The terms Ld, Le, Lc, and Ln
denote the decoding loss, encoding
loss, critic loss, and noise
adversarial ~ loss,  respectively.
Detailed parameter expla- nations

are provided in 3.2.5.

3.2.1 Encoder

The role of the decoder is to embed the
binary secret message M into each bit of
the cover image C, while maintaining a
certain level of imperceptibility. In 2019,
Zhang et al. summarized three
fundamental architectures: Basic,
Residual, and Dense [22]. Among these,
the Dense network offers two significant
advantages. In addition to the previous
points, there are several benefits of using
dense connections in the design of a
neural network. First, dense connections
improve feature propagation and reuse
by directly connecting each layer with all
other layers. Therefore, early
convolutional layers' features can be
propagated to subsequent layers more
effectively. In addition, subsequent
layers can make use of the features
provided by early layers to improve
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feature utilization efficiency. Second, dense
connections increase the feature extraction
capabilities of the neural network. Multi-scale and
multi-level features can be extracted from the
network due to the dense connections. Features
extracted at different layers have different receptive
fields and semantic meanings, so they can be
combined using dense connections. This provides a
better representation and capture of the complex
structures, details, and textures present in an image.
As our architecture performs exceptionally well on
small datasets, we use dense connections as well.

Our proposed decoder is built upon [22] four-layer
dense connection structure; however, it has an added
RKAN convolutional layer in-between the third and
fourth dense layers. The RKAN model was first
utilized by Yu et al. to improve classification
accuracy of images using deep learning based image
classifiers. Although the method proposed by Yu et
al. was effective for classification tasks, it was not
applicable for image steganography networks.
Therefore, we modified the approach used by Yu et
al., placing the RKAN network in-between the third
and fourth convolutional layers, as well as a
convolutional reduction network and a convolutional
expansion network. Additionally, unlike Yu et al.,
who added the RKAN output to the last layer's
output, we fed the RKAN output directly into the
fourth convolutional layer for additional processing.
The modification made to Yu et al.'s approach
reduced the load on both the decoder and optimizer.
If we had added the RKAN output as a residual, this
would have introduced additional distortions into the
stego image tensor, thus reducing image quality.
Specific convolutions are detailed below:
a=Conv3—32(C)
b = Conv32+D—32 (Cat (a, M ))
¢ = Conv64+D—32 (Cat(a, b, M ))
d = Conv96—48(c)
¢ = RKAN48—438(d)
f=Conv48—96(¢)
g =Conv96+D—3 (Cat(a, b, c, f, M ))
=Ed(C,M)=C+g

The component cc denotes the channel-
reduction convolutional layer, which is employed to
decrease computational complexity while improving
the effectiveness and precision of feature extraction.
The f denotes the channel expansion convolutional
layer, capable of merging different feature messages
and leveraging multiscale information. The e
convolutional layer refers to the RKAN

convolutional layer, where the number of input and
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output channels
convolutional

is consistent.
layer

enhances

This

the

representation of image features by
extracting richer and more discriminative

information,

thereby contributing

to

improved overall model performance.
The detailed structure of the encoding
layers is presented in Figure 2.

Figure 2: The

IM-GAN

encoder

incorporates the RKAN convolutional
layer into the image encoding process to

enhance feature

representation

improve embedding performance.
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3.2.2 Decoder

The decoder adopts a four-layer
convolutional  architecture, enabling
effective image reconstruction while

maintaining architectural
encoder.

with  the

The deta

consistency

iled

configuration of the decoder is described

as follows:
a = Conve3—32(S")
b = Conve32—32(a)

¢ = Conve64—32(Cat (a, b))

D(S") = Conve96—DCat (a, b, c)
The decoder extracts the secret message
M from the stego image S.

3.2.3 The Ciritic

The critic assigns a score that guides the

optimization

process,

directing

the

optimizer toward the desired objective

during model

training.

The

critic

generates an average score, which the

optimizer  uses

to

evaluate

the
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performance of the encoder-decoder system and
drive improvements. This ensures high image
quality as well as sufficient embedding capacity and
accuracy of the secret message. The detailed
implementation of the critic is described below:

a= Conve3—32(S")

b = Conve32—32(a)

¢ = Conve32—32(Cat(a, b))

D(S') = Mean(Conve32—1(c))

The critic structure consists of four convolutional
layers. The first three layers are slightly different
from the final layer, which reduces the tensor to a
single channel. The output is then averaged to
eliminate randomness and produce a more reliable
score.

3.2.4 The Noise

The noise layer is introduced to improve the model’s
robustness by simulating various types of attacks
during training. After the encoder generates the
stego image, different noise patterns are injected to
enhance the model’s resilience against real-world
disturbances. This also helps to make the embedded
secret information more concealed.

Gaussian noise refers to a type of noise whose
probability density function follows a normal
(Gaussian) distribution. Its amplitude is most likely
to appear around the mean value, with lower
probabilities for values further from the mean.
Gaussian noise exhibits zero-mean randomness and
is widely used in fields such as communication,
image processing, and audio analysis to model ideal
random processes for system evaluation. In this
work, we apply Gaussian noise with a standard
deviation of 0.05.

To control the intensity of the injected noise and
prevent it from growing unbounded, a noise loss
term is incorporated into the training objective.

3.2.5 Loss Functions

In this paper, we introduce five loss functions to
optimize the model’s performance:

Encoding Loss, which takes as input the cover
image C and the stego image S, and calculates the
loss using the Mean Squared Error (MSE) loss
function. A smaller value indicates less image
quality degradation and better model performance.
L_e= /3 x Wx H) |l C-S||"2
(4)

Decoding Loss, which takes as input the original
secret message M and the decoded secret message
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M’, and calculates the loss using the
binary crossentropy loss function; a
smaller value indicates less information
loss and better model performance.

Ld = CrossEntropy(M, M") (5)

Structural Similarity (SSIM) Loss, which
aims to improve the SSIM score because
solely focusing on reducing image
quality loss and decod- ing loss can lead
to slower improvements in SSIM values.
Ls=1-SSIM(C, S") (6)

Adversarial Loss, which aims to
optimize the critic loss brought by the
critic. It controls the speed of critic
optimization by adjusting its weight.

Lc = (Critic(S") — Critic(C)) (7
Noise Adversarial Parameter, which aims
to prevent the noise from continuously
increasing during iterations, which could

otherwise  lead to  performance
degradation.

Ln = exp(log(noise))
)

All five losses are combined and fed into
the optimizer, enabling the model to
minimize the total loss through joint

optimization.
L = XeLe + AdLd + AsLd + AcLc +
AnLn 9)

Among them, Ae , Ad, As , Ac , and An
denote the weights of the encoder loss,
decoder loss, structural similarity loss,
critic  loss, and noise adversarial
parameter, respectively.

The model employs an alternating
optimization adversarial training
mechanism. The core process can be
summarized as follows: In each training
epoch, the parameters of the
discriminator network are first updated.
Then, keeping the discriminator’s
parameters fixed, the encoder-decoder
network IS jointly optimized.
Specifically, the encoder network
embeds secret data into the cover image
to generate a stego image. After passing
through a multi- modal model (which
includes various types of noise in a
composite channel), the decoder network
must recover the original secret
information from the stego image. The
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encoder’s optimization objective includes dual
constraints. On one hand, visual fidelity loss is
constructed by calculating pixel-level differences
between the stego and cover images; on the other
hand, adversarial loss is built using confidence
feedback from the discriminator’s output. The
decoder network’s training relies entirely on
evaluating the accuracy of secret information
recovery, driven by updates based on the binary
cross-entropy loss function.

The discriminator network, as a key component of
adversarial training, has parameter updates that form
a dynamic game relationship with the encoder-
decoder network. A well-trained discriminator
performs binary classification on stego images and
transmits the classification results back to the
encoder network via gradient backpropagation. This
adversarial mechanism encourages the encoder to
generate stego images that possess both high visual
quality and strong concealment. Through this
alternating optimization strategy, the model
progressively enhances the collaborative
performance of the three modules during iterations:
the decoder’s ability to recover information under
complex noise interference is continuously
strengthened, the encoder generates stego images
that achieve a better balance between fidelity and
undetectability, and the discriminator’s feature
discrimination  capability is  simultaneously
improved. This forms a virtuous cycle in the
adversarial training system.

IV. Result and Discussion

4.1 Evaluation Parameters and Datasets

The proposed model was implemented using
PyTorch 2.5.1, while all training and validation
procedures were performed on a computing server
equipped with an NVIDIA GeForce RTX 4070 Ti
Super GPU. The experimental evaluation was
conducted using three widely adopted benchmark
datasets, namely DIV2K [28], MS COCO [29], and
the BossBase 1.01 (512x512 pixels) [44]. To
evaluate the proposed model, different parameters
were used: Peak Signal-to-Noise Ratio (PSNR),
Structural Similarity Index (SSIM), Human Visual
System (HVS), SRNet, XuNet, and Ye-Net.

MSE and PSNR Parameters

The MSE and PSNR are two imperceptibility
evaluation parameters. These parameters are used to
determine the difference between an original and
stego image. The MSE focuses on the dependability
of the proposed framework between the original and
stego images. This parameter is implemented in
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equation (8).

MSE= 1/(M*N) Y (i=1)
2 (=D "Ni (a(ij)-b(i.j) 2
(8)

In addition, the peak signal-to-noise ratio
(PSNR) is applied to determine the
imperceptibility of the proposed scheme
based on MSE. The PSNR can be
calculated using equation (9).

PSNR=10 [log] _10 (I_max"2)/MSE
)

SSIM Parameter

The Structural Similarity Index (SSIM)
is used to evaluate the degree of
similarity in the cover and stego image.
To evaluate the stego images, PSNR
estimates the perceived defects, while
SSIM uses the structural information and
checks the degradation of the image. The
structural information in an image is the
concept that pixel particles with greater
spatial ~ proximity  have  stronger
interdependencies. The SSIM consists of
three elements that represent luminance,
contrast, and structural (or correlation)
defects. According to the SSIM equation,
two images are believed to be identical
(similar) if their SSIM values are equal
to 1. Otherwise, the images have noise.
The SSIM is calculated using the
following equation (10).

SSIM= (2P.O QS +C_1)( [20]
_0S+C_2)/((P.O"2 [Q] sm+cC 1
Yo 02 [ + 6] S+ C2 )
(10)

Human Visual System (HVS)

The HVS attack is introduced to alter a
stego image that carries a secret message
(SM) by removing or exposing the
regions in which the secret message is
embedded. As a result, the remaining

pixels with even bit values are displayed in black,
whereas the remaining pixels are shown in white.
Finally, the processed bits are rearranged into their
original positions, as illustrated in Figure 3.

Figure 3. Human visual system (HVS) Attack
mechanism [32]
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To evaluate the HVS system, the human eye was
used. During the test, we can recognize that bitplane
1 or 2 indicates whether a secret message is
contained inside the image. The visual clarity of an
image can indicate whether it contains an embedded
secret message.

4.2 Result and Analysis

The PSNR parameter enables the formula to be
normalized for all image formats. Using images of a
tank and baboons, the system is evaluated using
three different embedding methods. Based on three
types of embedding methods (simple LSB, IM-
GAN), the results of MSE, PSNR and SSIM are
shown in Tables 1, and 2. The proposed model is
slightly inferior in terms of mean squared error
(MSE) and achieves significant enhancement in
PSNR and SSIM performance. This is especially
evident in the results on the MS COCO dataset,
where the model can maintain high image quality
even under the interference of noise.

Tablel. Illustrate the MSE with different payload
capacity

image content becomes easier for the Dataset T _MSE (%) _ .

. . it 2 bits 3 bits 4 bits
human_ visual system to inspect and 1 Ref [22] 512 831 13.74 22 85
determine whether concealed 2| Div2k FNNS_D 0.00 0.00 0.10 5.45
information is present. The HVS 3] LISO+L-BFGS 0.00 0.00 0.00 1E - 05
procedure consists of four stages. First, 4 RKAN 1E-03 | 1E-03 | 1E-03 | 2E-02
the image pixels are sorted according to 5 Ref [22] 3.40 6.29 11.13 15.70
their illumination values in the 8- ? Mﬁégi(?_ﬁ\g\;é-slj 8-88 8-88 8-88 1t3-6§5
bitplane. Second, the LSB of the pixels, g SAN Eo03 T 7E.03 T 1.0 T 2602

represented by bit-plane 1 and referred to
as potential data, are extracted. Third,
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Table 2. Illustrate the PSNR and SSIM
with different payload capacity

PSNR SSIM

Dataset [1pjif 2 [3[4 [1]2] 3 [ 4
bits | bits|bits | bit | bits | bits | bits

Ref [22] [21.3]21.0]21.4/21.8/0.7|0.76|0.77(0.78
36246

Div2k [29.3]26.2|22.9]25.7/0.8|0.73]0.53|0.65
FNNS-D| 0 |50 |4 ]2

LISO + L -(33.1{32.7|29.5/27.1{0.8|0.89|0.82|0.74
BFGS 217181419

S - RKAN (38.1{36.0|32.0{30.1|0.90.90|0.80|0.78
811|522

Ref [22] [25.3|24.225.0[24.9/0.8(0.82|0.82(0.82
21711144

MS COCO (37.9|34.5|27.7]34.7{0.9|0.90/0.72|0.89
FNNS-D| 4 |1 |7]8]5

LISO + L -[33.4(31.8|26.925.1|0.9/0.87|0.70|0.67
BFGS 2108|710

RKAN |37.4{34.931.8)30.1/0.9/0.91/0.820.76
712171813

The PSNR parameter enables the
formula to be normalized for all image
formats. Using images of a tank and
baboons from BossBase 1.01, the system
is evaluated using three different
embedding methods. Based on three
types of embedding methods (simple
LSB, IM-GAN), the results of PSNR and
MSE are shown in Tables 3, and 4.
Table 3. |lllustrate the MSE with
different payload capacity with BossBase
1.01dataset

Tank 1 61.42 66.98
Tank 15 55.81 64.89
Tank 2 50.82 62.51
Baboon 0.5 62.3 68.32
Baboon 1 61.25 66.11
Baboon 15 55.65 64.02
Baboon 2 50.77 62.85

Bep Simple

Image LSB IM-GAN
Tank 0.5 0.036566 | 0.010048
Tank 1 0.046890 | 0.013034
Tank 15 0.170640 | 0.021090
Tank 2 0.538369 | 0.036482
Baboon 0.5 0.038290 | 0.009574
Baboon 1 0.048762 | 0.015925
Baboon 1.5 0.177044 | 0.025768
Baboon 2 0.544603 | 0.033735

Table 4. Illlustrate the PSNR with

different payload capacity with BossBase

1.01dataset
Image Bpp Simple LSB IM-GAN
Tank 0.5 62.5 68.11
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These results are obtained because of the bit match
algorithm conditions. Hiding 16384 bytes on the
cover image consumes approximately 0.5 Bpp of the
image. Therefore, the PSNR value has an optimal
value when the payload capacity and MSE have
lower values, as seen in Table 3 and Table 4. In
proposed model, the PSNR result achieves a higher
value than simple LSB embedding. Due to the
nature of embedding, the incorporation of bits from
hidden information into an 8-bit plane can result in
the pixel value remaining unchanged, even when an
additional bit is inserted. This means the probability
of altering a pixel's numeric value throughout
embedding is lower than for basic binary pixel
values.

In the DIV2K dataset, the authors used the
commonly adopted 2017 version, which contains
800 training images from various categories and 100
test images. Although the MS COCO dataset
contains over one hundred thousand images, we
randomly selected 5,000 images as the training set
and 1,000 images as the test set due to the relatively
small model architecture, we are training.

In both datasets, the learning rate was set to 0.0001,
and the batch size was set to 4. Prior to training, all
images were uniformly cropped to a resolution of
360x360. To enhance data diversity, we applied
preprocessing operations such as horizontal flipping,
format conversion, and normalization. The critic and
encoder are trained concurrently to maintain
effective coordination throughout the optimization
process. The AdaBelief optimizer is adopted with
B1=0.9, Pp2=0.999, and € =1x10-8, as it
demonstrated superior performance compared with
the Adam optimizer. In addition, the weight decay
coefficient is set to 1x10—5 to promote more stable
and accurate parameter estimation. The experimental
procedure is organized into two main stages: Noise-
free experiment, which does not include a noise
layer.

In table 5, the IM-GAN and ref [22] models are
evaluated on the Div2k and MS COCO datasets with
bit depth ranging from 1 to 6 bits per pixel,
presented as a line chart of Accuracy.
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4Bit| 374 36.8 38.2 37.2
Table 5: The accuracy results of 5Bit | 38.8 36.2 37.5 36.0

IM-GAN and Ref[22] with different Bits 6Bit| 392 362 404 36.0

Per Pixel (BPP)

Bits [22]- [22]- IM-  IM-GAN In table 6, the IM-GAN and Ref[22] models are
Per Div2k COCO GAN- -COCO evaluated on the Div2k and MS COCO datasets with
Pixel Div2k bit depth ranging from 1 to 6 bits per pixel,

presented as a line chart of PSNR.

In the MS COCO dataset, compared to the
performance of [22] trained on hundreds of
ABit| 082 0.95 0.84 0.96 thousands of images, we achieve comparable results
5Bit| 0.75 0.93 0.83 0.91 with only 5,000 images, demonstrating superior
6 Bit 0.69 0.87 0.70 0.82 efficiency of our model. Ac- cording to the figure,
although new convolutional layers were added, the
model did not overfit, and there was a noticeable

1 Bit 1.00 0.99 1.00 1.00
2 Bit 0.99 0.99 0.99 0.995
3 Bit 0.94 0.98 0.98 0.985

Noise-aware experiment, which adds
Gaussian noise on top of the noise- free
setup.

In our comparative experiments, the
noise-free experiments use data depths
ranging from D=1 to D=6, where data
depth D represents the number of target
bits per pixel, making the randomly
generated message tensor have the shape
D x W x H. The noise-aware
experiments use data depths ranging
from D=1 to D=4. After training and
testing, we evaluate the performance
using metrics such as Bits Per Pixel
(BPP), Structural  Similarity  Index
(SSIM), Peak Signal-to-Noise Ratio
(PSNR), and encoding accuracy (ACC).

The performance of IM-GAN and [22]
on the Div2k and MS COCO datasets at
various embedding depths (without a
noise layer) is com- pared in the
following figure. Under this noise-free
condition, the performance trends across
the two datasets are similar. On the
Div2k dataset, our proposed IM-GAN
model comprehensively outperforms
[22], demonstrating a significant lead in
payload capacity across all embedding
depths.

Table 6: The PSNR results of IM-GAN
and Ref[22] with different Bits Per Pixel

improvement at a depth of 3 on the Div2k dataset;
from an accuracy perspective, our model achieved
up to 100% accuracy and showed improvements at
various depths and datasets; regarding PSNR, except
for a slight decrease in image quality at a depth of 4
on the Div2k dataset, there were significant
improvements in other cases; lastly, concerning
SSIM, there were significant improvements across
all metrics on the Div2k dataset, indicating that this
model can converge effectively on small datasets.
However, on the MS COCO dataset, 5,000 images
could not fully converge within the same number of
epochs, suggesting that our model’s convergence
speed is slower than SteganoGAN [22].

As shown in the figure 7, the performance of IM-
GAN and ref[22] on Div2k and MS COCO datasets
at different embedding depths without a noise layer.
In the noise-free experiment, the performance across
different datasets is similar. In the Div2k dataset, our
proposed IM-GAN model outperforms ref[22]
comprehensively, with significant lead in payload at
all embedding depths. In the MS COCO dataset,
compared to the performance of [22] trained on
hundreds of thousands of images, we achieve
comparable results with only 5,000 images,
demonstrating superior efficiency of our model.
Table 7: The SSIM results of IM-GAN and Ref[22]
with different Bits Per Pixel (BPP)

Bits [22]-  [22]- IM-GAN IM-
Per  Div2k COCO -Div2k GAN-

(BPP) Pixel COCO |
Bits  [22]-  [22]- IM-  IM-GAN ;g!t g'gg 8'82 8'32 8'32 n
Per Div2k COCO GAN- -COCO It : : : :

) . 3 Bit 0.85 0.92 0.91 0.95
Pixel Div2k

4 Bit 0.88 0.90 0.89 092 t

1Bit| 415 42.5 45.0 435
2Bit| 390 39.3 42.0 39.8
3Bit| 36.7 37.0 38.8 38.2
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le 7, the IM-GAN and Ref[22] are
evaluated on the Div2k and MS COCO
datasets with bit depth ranging from 1 to
6 bits per pixel, presented as a line chart
of SSIM.

According to table 5 although multiple
convolutional layers were added, the
model did not overfit in terms of BPP.
On the Div2k dataset, there was a
significant improvement at a depth of 3,
and at other depths, the model
maintained similar or slightly improved
performance.

As shown in table 6 the proposed model
achieved up to 100% decoding accuracy.
In experiments across different depths
and datasets, the model showed
improvements to varying degrees,
especially in the Div2k dataset, where
the decoding accuracy at depths of 3-bit
and 5-bit was particularly high.

As shown in table 7 except for the case
of 5-bit depth on the Div2k dataset where
the image quality was slightly poorer,
there were significant improvements in
all other cases.

As shown in Fig. 7, all metrics on the
Div2k dataset showed significant
improvements, indicating that the model
can converge effectively even on a small
dataset. However, on the MS COCO
dataset, 5000 images were not sufficient
to achieve convergence within the same
number of epochs. In Ref [22], image
Performance Comparison: Traditional
steganography previously used in images
does not have an advantage in terms of
hiding capacity com- pared to existing
generative adversarial networks. Most of
the bpp values are less than 1, which is
significantly lower than that of current
high-capacity steganography techniques.
Additionally, traditional steganography
mostly hides information in grayscale
images, with very few methods for
hiding arbitrary information in color
images. Our approach is compared with
other high- capacity image
steganography methods such as [22],
FNNS-D [23], and LISO+L-BFGS [26]
in Table. 2.

As shown by the data in the table, our
proposed model shows a significant
improvement in image quality under the
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influence of noise compared to LISO+L-BFGS,
although it sacrifices a small portion of decoding
accuracy, it can still successfully decode the secret
information. However, when com- pared to the
FNNS-D model, our approach only has advantages
on some of the data, indicating there is still room for
improvement.

ossBase
1.01 dataset

MS COCO dataset

Figure 4. The pair of cover (left) and stego (right)
images from the MS COCO and BossBase 1.01
(512x512 pixels) dataset.

During the simulation, the author selected a pair of
cover (left) and stego (right) images from the MS
COCO and BossBase 1.01 (512x512 pixels) dataset
as seen in figure 4. This dataset embeds random
binary data at a depth of 4 bits per pixel,
representing the maximum payload. Through noise
control, the generated images show no noticeable
noise.

Human Visual System (HVYS)

The major objective of the HVS test is to delete the
public information noticeable to the human eye that
appears in the form of cloud formation. In this case,
the human eye would be able to distinguish whether
there is a hidden message or not, as shown in Figure
5. During the simulation, better results have been
obtained, as shown in Figure 5. The simulation was
carried out on bitplane (1), which holds the least
significant bits (LSB). The cover image is almost
identical to the stego images that were obtained in
the study.
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Figure 5. lllustrate the HVS attack with
different images.

4.3 Ablation study

To validate the effectiveness of each
component in IM-GAN, we conducted
ablation experiments on the Div2K dataset to
analyze the utility of the RKAN module,
loss function, and parameter adjustment
process. In the comparative experiments, the
hidden information depth D was set to 3, and
the results are shown in the Table. 2.

The baseline model was first trained and
evaluated using only the backbone
architecture described in Section 3.2 together
with the encoder—decoder structure of the
discriminator. As reported in Table 2, the
proposed baseline outperformed the method
in [22] in terms of accuracy, RS-BPP, PSNR,
and SSIM. The loss function and parameter
fine-tuning strategy were subsequently
incorporated to further optimize the

framework and enhance its overall
performance.
Table 2: IM-GAN Ablation Study:

Evaluation Performance
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Model Al R PSN
cc - R SSIM
BPP
Basic 0. 26| 365 0.8
94 3 3 5
Basic + 0. 27 36.6 0.8
RKAN 96 4 6 8
Basic + 0. 2.8 36.9 0.9
RKAN + Fine-98 |7 3 2
tuning
4.4 Security analysis

Security evaluation is a fundamental aspect of image
steganography because an effective hiding technique
should not only preserve visual image quality but
also minimize the statistical detectability of the
embedded secret information. Unlike perceptual
metrics such as PSNR and SSIM, which mainly
measure the distortion introduced into the cover
image, security assessment focuses on determining
whether an attacker or steganalysis algorithm can
distinguish between cover and stego images. In
particular, modern steganalyzers such as SRNet,
XuNet, and Ye-Net are commonly used to detect
subtle embedding artifacts that may not be visually
observable. These networks analyze residual and
high-frequency image features to identify statistical
inconsistencies caused by data hiding. For a
balanced dataset containing equal numbers of cover
and stego images, a detection accuracy close to 50%
indicates  that the  steganalyzer  performs
approximately at random, suggesting stronger
steganographic security. Conversely, a substantially
higher detection accuracy indicates that the hidden
information introduces detectable patterns and
therefore reduces the security of the proposed
method. Consequently, combining visual-quality
metrics with statistical and deep-learning-based
steganalysis provides a more comprehensive
evaluation of an image steganography system. In the
proposed work, the SRNet, XuNet, and Ye-Net
methods were used to evaluate the security
performance, which must be determined
experimentally by applying the corresponding
steganalysis models to the generated cover and stego
image datasets. The Lake (cover and stego) images
from the SIPI dataset are used to evaluate the
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proposed work.

Table 7. illustrate the robustness and
security using SRNet, XuNet and Ye-Net

Detection Accuracy

| M | Detec | Detec | Inter
m | eth | tion tion | preta
ag | od | Accu | Erro | tion
e racy r
us (P_E)
ed
1 SR | exper | exper | Near
Ne | iment | iment | 50%
t ally ally | accur
calcul | calcul | acy =
ated ated | strong
er
securi
|| ty
2 Xu | exper | exper | Near
L | Ne | iment | iment | 50%
a |t ally ally | =
k calcul | calcul | strong
e ated ated | er
securi
|| ty
3 Ye | exper | exper | Near
- iment | iment | 50%
Ne ally ally | =
t calcul | calcul | strong
ated ated | er
securi
ty

In table 7, the analysis of the Lake (cover
and stego images) demonstrates that the
proposed bit match and Huffman
algorithm introduces an extremely
limited level of pixel modification.
Among the 262,144 pixels of the 512 x
512 grayscale image, only 6,416 pixels
(2.4475%) were modified, while
97.5525% remained completely
unchanged. Furthermore, all embedding-
induced variations were restricted to a
magnitude of +1 gray level.
Consequently, the proposed work
achieved an MSE of 0.024475, a PSNR
of 64.2436 dB, and an SSIM of 0.99998
when the payload capacity is 65536
bytes (25%), demonstrating excellent
perceptual imperceptibility.
Nevertheless, dedicated steganalysis
networks such as SRNet, XuNet, and Ye-
Net must be trained and evaluated on
sufficiently large sets of cover and stego

pairs to quantify the statistical
detectability = of the  embedded
information.
Conclusion
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The proposed IM-GAN model demonstrates
excellent performance in the field of image
steganography. By integrating generative adversarial
net- works (GANS) with deep learning techniques, it
achieves high-capacity, high- invisibility, and strong
robustness in image-based information hiding.
Experimental  results show that IM-GAN
outperforms existing steganographic models on
multiple datasets, particularly in terms of Bits Per
Pixel (BPP), Peak Signal-to-Noise Ratio (PSNR),
and Structural Similarity Index (SSIM), where
significant improvements have been achieved.
Specifically, under noise-free conditions, IM-GAN
can achieve higher embedding capacity while
maintaining high visual quality of stego images. In
simulated real-world transmission environments
with Gaussian noise, the model still maintains high
decoding accuracy and image quality, demonstrating
strong resistance to interference. This characteristic
makes it more adaptable and practical in real-world
applications.

In addition, to further verify the model’s robustness,
we introduced a noise layer during training, enabling
the model to develop certain forward error
correction capabilities, thereby enhancing its
resistance to Gaussian noise attacks. Although the
current model converges slightly slower on large-
scale datasets such as MS COCO and BossBase 1.01
compared to some existing methods, it still performs
well with limited training samples, showing strong
generalization ability.
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