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General Background: Tourism development plays a significant role in economic
growth and regional planning, particularly through diversification strategies that
broaden destination appeal. Specific Background: In many destinations, reliance
on limited tourism products creates challenges for sustainability and
competitiveness. Knowledge Gap: There is limited integrated analysis of how
tourism product diversification aligns with sustainable planning frameworks and
destination management strategies. Aims: This study aims to examine the role of
tourism diversification in supporting sustainable destination development through
planning and management approaches. Results: The findings indicate that
diversified tourism products contribute to broader economic opportunities, improved
resource utilization, and increased resilience of destinations. Strategic planning and
stakeholder involvement are identified as key elements in achieving balanced
development. Novelty: This study provides a conceptual integration of tourism
diversification and sustainable planning, emphasizing their interconnected roles in
destination management. Implications: The results suggest that policymakers and
planners should adopt comprehensive diversification strategies supported by
sustainable frameworks to ensure long-term destination viability and
competitiveness.
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INTRODUCTION
General Introduction to the Topic

The global trajectory of urban development is
increasingly defined by the integration of digital
technologies into the fabric of city life. A key domain
in this transformation is the transportation sector,
where the convergence of the Internet of Things (1oT)
and blockchain technology is paving the way for more
intelligent,  efficient, and secure Intelligent
Transportation Systems (ITS) [1]. At the core of this
evolution are Vehicular Ad-hoc Networks (VANETS),
and their broader conceptualization, the Internet of
Vehicles (loV). In these networks, vehicles are no
longer isolated entities but are transformed into
communicating nodes that exchange real-time data
with each other (Vehicle-to-Vehicle, V2V) and with
roadside infrastructure  (Vehicle-to-Infrastructure,
V2I) [2]. This constant flow of information—covering
traffic conditions, road hazards, and vehicle dynamics
holds the potential to dramatically reduce accidents,
alleviate congestion, and enhance the overall mobility
experience.
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Figure 1: An loT-based vehicular network
architecture, illustrating the perception, network, and
application  layers that  connect  vehicles,
infrastructure, and cloud services.

However, the promise of oV is contingent upon a
foundational layer of trust and security. The data
exchanged is often time-sensitive and safety-critical,
making the network an attractive target for malicious
actors. This is where blockchain technology offers a
paradigm-shifting solution. As a decentralized,
distributed, and immutable ledger, blockchain
provides a mechanism to record transactions (i.e., data
exchanges) in a way that is transparent, tamper-proof,
and resistant to censorship [3]. By removing the need
for a central trusted authority, blockchain can
establish a secure and resilient environment for
vehicular  communications, ensuring that the
information guiding life-or-death decisions on the
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road is authentic and reliable.

1.2 Problem Statement

While the theoretical benefits of this technological synergy
are clear, their application within the unique context of Iraq
presents a complex set of challenges. The nation's major
urban centers, particularly Baghdad, are beleaguered by a
transportation crisis. Official statistics indicate that the
number of vehicles in lIrag has surpassed seven million
(excluding the Kurdistan Region), with approximately four
million concentrated in Baghdad alone.

This immense vehicle density operates on an aging road
network, much of which was constructed in the 1970s and
1980s with a 20-year lifespan according to the International
Trade Administration. The consequences are severe: chronic
traffic congestion leads to staggering economic losses,
estimated at over $380 million annually in Baghdad from fuel
wastage alone, and a high rate of traffic accidents. In 2024,
Iraq recorded 11,763 traffic accidents resulting in 2,719
fatalities, with driver error being the primary cause in 78% of

cases.

Figure 2: Overview of a smart transportation ecosystem,
showing the interaction between vehicles, smart
infrastructure (traffic lights, charging stations), and a central
management system, all underpinned by a secure data
network.

This situation creates a significant technology gap. Despite
ambitious national projects like the "Development Road
Project” aimed at creating a vital transport corridor
connecting the Persian Gulf to Europe [4] and substantial
investments in railway modernization [5], the underlying
digital infrastructure to support a modern ITS is absent.
Relying on conventional centralized communication models
for such a critical system would be untenable. These systems
are inherently vulnerable to single points of failure and
cyber-attacks, risks that are unacceptable when dealing with
safety-critical applications like collision avoidance and
emergency vehicle preemption. Therefore, the problem is not
merely about building new roads, but about building the
April 2026 / Volume 10/ Issue
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secure, intelligent, and resilient digital layer required
to manage them effectively.

1.3 Research Significance

This research is significant because it proposes a
tangible,  technologically = advanced  solution
specifically tailored to address Irag's pressing
transportation challenges and align with its strategic
development goals [6]. It moves beyond generic
models by considering the specific constraints and
opportunities within the Iragi context, such as its
existing mobile communication infrastructure and its
smart city ambitions. The study provides a critical
blueprint for a secure, next-generation transportation
network that can:

e Enhance Road Safety: By enabling reliable and
tamper-proof communication of hazard

warnings and vehicle data, the framework can
directly contribute to reducing the high number
of traffic fatalities.

e Alleviate Congestion: Real-time, trusted data
sharing can power dynamic traffic management
systems, optimizing signal timing and routing to
reduce congestion and its associated economic
and environmental costs.

e  Support Economic Growth: A robust ITS is a
prerequisite  for modern logistics.  This
framework

can provide the secure data backbone needed to
maximize the efficiency of the Development
Road Project and other trade corridors,
bolstering Iraq's position as a regional trade hub
[71.

e Build a Foundation for the Future: By
establishing a decentralized and scalable digital
infrastructure, this research lays the groundwork
for the future integration of more advanced
technologies, including autonomous vehicles and
comprehensive smart city services.

1.4 Research Questions

To guide this investigation, the research seeks to
answer the following fundamental questions:

1. and high-mobility requirements of vehicular
networks operating within Irag's unique
urban environment?

2. What is the most suitable design for a
blockchain-enabled 10T framework for Iraqgi
ITS, considering the performance of its
existing communication infrastructure and
the scale of its transportation challenges?

3. How does the proposed framework's
performance—measured in terms of latency,
throughput, and  security  resilience—
compare to existing centralized and PoW-
based models when simulated under realistic
Iraqi traffic and network conditions?
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4. What are the concrete, actionable recommendations
for Iragi policymakers, regulators, and technologists
to facilitate the phased implementation of such a
framework?

2. Theoretical Framework and Literature Review

Edge computing and the Internet of Things (10T) architecture
work together to charge smart electric vehicles by collecting
and processing data near charging stations and vehicles. This
reduces response time and improves network efficiency, as
well as managing charging based on real-time demand to
save energy and reduce costs. This integration contributes to
faster and more efficient charging for electric vehicles, and
improves energy consumption management. How edge
computing and the Internet of Things architecture work to
coordinate smart electric vehicle charging involves collecting
real-time data on battery status, processing the data via edge
computing systems near the data source, making quick
decisions on charging operations, and providing the network
with data on charging patterns and demand. This helps
improve energy flow and communication between vehicles
and charging stations, which provide services over the
Internet to enable smart charging operations.

2.1 Global Literature on VANETS, loT, and Blockchain
2.1.1 VANETSs and the Internet of Vehicles (loV)

The evolution from Vehicular Ad-hoc Networks (VANETS)
to the Internet of Vehicles (loV) marks a shift from simple
inter-vehicle communication to a comprehensive ecosystem
connecting vehicles to everything (V2X) [8]. VANETS, a
subclass of Mobile Ad-hoc Networks (MANETS), are
characterized by high node mobility, frequent network
topology changes, and the need for rapid, reliable data
dissemination [9]. Academic research has extensively
modeled these characteristics. For instance, studies on
connectivity in VANETSs highlight that under high-density
traffic, interference from nearby vehicles significantly
reduces signal strength and decreases connectivity
probability, a phenomenon that can be modeled using
distributions like the Nakagami-m model [10]. Mobility
models are crucial for realistic simulations, evolving from
simple random waypoints to complex models based on real
street maps and traffic dynamics [11].

2.1.2 1oT Communication Protocols for Vehicular
Networks

The choice of communication protocol is critical in the
resource-constrained environment of 10T devices within
vehicles. The two most prominent protocols are MQTT
(Message Queuing Telemetry Transport) and CoAP
(Constrained Application Protocol) [12].

MQTT is a lightweight publish-subscribe protocol running
over TCP, which ensures reliable, ordered delivery of
messages [13]. Its broker-based architecture, as shown in
Figure 3, simplifies communication but can also introduce a
single point of failure. Its reliability, offered through three
Quality of Service (QoS) levels, makes it suitable for
applications where message loss is unacceptable. However,
the overhead of TCP's connection-oriented nature can be a
drawback  for highly dynamic, low-latency V2V
April 2026 / Volume 10/ Issue
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Figure 3: The MQTT protocol operates on a publish-
subscribe model, where publishers send messages to a
central broker, which then distributes them to
interested subscribe

COAP, in contrast, is designed for constrained devices
and networks. It operates over UDP, making it
connectionless and significantly lighter than MQTT
[14]. It uses a

request/response model similar to HTTP, which is
well-suited for resource discovery and state queries.
As illustrated in Figure 4, CoOAP can communicate
directly or via a gateway. While UDP is inherently
unreliable, CoAP builds in a simple reliability layer
with "confirmable" messages, akin to MQTT's QoS 1.
Its low overhead and multicast support make it a
strong candidate for broadcasting time-sensitive event
data from wvehicles to nearby RSUs. For security,
MQTT relies on TLS (Transport Layer Security),
while CoAP uses the more lightweight DTLS
(Datagram Transport Layer Security), which is
specifically designed for datagram-based protocols
like UDP.

CoAP Client
CoAP | o |
)
2 MQTT/HTTP Server
B oo
¢ > ¢
CoAP Client CoAP Gateway

Figure 4: The CoAP architecture, illustrating direct
client-server communication and the role of a gateway
to interoperate with other protocols like HTTP or
MQTT.

2.1.3 Blockchain  for Secure  Vehicular
Communication

The application of blockchain in vehicular networks is
a burgeoning field of research aimed at addressing
inherent security and trust issues [15]. Literature
categorizes these applications into areas such as
Identity and Access Management (IAM), data
sharing, privacy preservation, and reputation systems.
The core value proposition is using a decentralized
ledger to create a single, immutable source of truth for
all network participants.
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BLOCKCHAIN-BASED VEHICHURAR NETWORK ARCHITECTURE

RECORD TO
BLOCKBHAIN)

DECENTERILZED
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ORODESIDE
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Figure 5: A general architecture for a blockchain-based
vehicular network, showing the interaction between vehicles,
Roadside Units (RSUs), and the decentralized ledger.

A major challenge identified in the literature is the
unsuitability of the Proof-of-Work (PoW) consensus
algorithm, used by Bitcoin and early blockchains, for the loV
domain. PoW s resource-intensive and introduces high
latency (minutes per block), which is unacceptable for real-
time safety applications. Consequently, researchers have
proposed numerous alternatives. These include Proof-of-
Stake (PoS) and, more relevantly for permissioned networks,
Byzantine Fault Tolerance (BFT) variants like Practical
Byzantine Fault Tolerance (PBFT) and custom algorithms
designed for vehicles, such as the Vehicular network Based
Consensus Algorithm (VBCA) [16].

These algorithms offer significantly lower latency and higher
throughput.

Ethereum (Public) [ Hyperledger Fabric (Permissioned)

Relalive Score (Higher is Better/More Suited)

=

Governance ACCess Throughput (TPS) Privacy

Figure 6: A comparison of key attributes between public
(e.g., Ethereum) and permissioned (e.g., Hyperledger Fabric)
blockchain platforms, highlighting the suitability of
permissioned systems for enterprise and governmental
applications like ITS
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Furthermore, a distinction is made between
permissionless (public) blockchains and permissioned
(private or consortium) blockchains like Hyperledger
Fabric. For a state-managed ITS, a permissioned
consortium model is widely considered superior [17].
It allows for governance by a group of trusted entities
(e.g., government ministries, traffic authorities),
ensures privacy by restricting access, and achieves
much higher performance because the validating
nodes are known and trusted.

2.2The Iragi  Context:  Challenges and
Opportunities

2.2.1 Transportation Infrastructure

Irag's transportation infrastructure is a mix of aging
systems and ambitious new developments. The
country has over 44,000 kilometers of paved
highways, but many were built with a 20-year lifespan
and are now in need of significant rehabilitation [18].
This aging infrastructure is burdened by a rapidly
growing number of wvehicles, leading to severe
congestion and safety vulnerabilities, particularly on
arterial roads in major cities [19]. In response, the
Iragi government and international partners are
making significant investments. The "Development
Road Project" is a transformative initiative to create a
road and rail network linking the Al-Faw Grand Port
in southern Iraq to Turkiye and Europe, positioning
Irag as a key transit corridor [20]. Additionally, the
World Bank has approved a US$930 million project
to modernize and extend the country's railway system.
These projects signal a clear intent to modernize but
also highlight the need for an equally modern digital
management layer.

2.2.2 Communication Infrastructure

The feasibility of an advanced ITS is heavily
dependent on the underlying communication network.
In Iraq, the mobile market is dominated by three main
operators: Asiacell, Zain, and Korek. According to a
January 2024 report by Opensignal, Asiacell leads in
4G Availability with a score of 87.4%, significantly
ahead of its competitors [21]. The same operator also
won the Coverage Experience award, indicating the
broadest network reach. While 4G coverage is
relatively widespread, the transition to 5G is still in its
early stages. In early 2024, Asiacell's parent company
signed a deal with Huawei to upgrade its core network
to be 5G-ready [22]. The eventual rollout of 5G will
be a critical enabler for V2X communications,
offering the ultra-low latency and high bandwidth
required for advanced ITS applications. However, any
proposed framework must be designed to function
effectively on the existing 4G infrastructure while
being forward-compatible with 5G.

Smart Transportation Initiatives

Irag's journey towards smart transportation is nascent
but gaining momentum. Efforts have been made to
reactivate traffic signals in Baghdad after a long
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suspension, and some Iragqi companies have begun adopting
smart tracking systems and fleet management platforms [23].
The concept of intelligent transport as a pillar of smart
government and smart cities is being actively discussed in
academic and policy circles [24]. A 2025 study on
empowering smart cities in Baghdad, which surveyed 120
local experts, identified sustainable transport systems as a
key factor for readiness and recommended launching pilot
projects for smart traffic systems and leveraging technologies
like blockchain for cybersecurity [6]. Future research is also
exploring lightweight authentication protocols to secure these
emerging systems [25].

3 Proposed Framework and Methodology
3.1 Framework Architecture

The proposed framework is a detailed multi-layer design
engineered to address the specific security, latency, and
scalability requirements of an ITS in Iraqg. It integrates loT
devices, edge computing, and a permissioned blockchain to
create a resilient and trustworthy system.

Research Methodogy Flowchart: Blockhain-Based Vehucular Networks in Iraq

1. Problem Identiifiation
* Traviporation Chalenges in Iraq
* Current VANET Limitations
.
Globed Blockehain VANET . <G>
2. Literature Review 3, Framework Design
* Global Backchain VANITs * Global Sockchain VANETs
o Irwl ICT Infransucture & Tramport (e Bagnidad, Bass)
— +
3. Data Coflection 4. Data Collection
* Bockhan Archtecture Selecton * Traffic Data from Iral Infastcture
* (e d. Hypereciger Fab Al T Consemus Mechanism 4(x Sagrdal POA)
® Security & Privacy Protocol Design * Moud Topokogy & Sensor Data
+ Smart Contract Development * VANET Communcation Logy
5. Simulation & Testing 6. Result Analysis
L o Smuation Enviconment Setup o Sutiskal Aty
(e Bochdadge (e, NS-3, SUMO) * & Duta Visuasince Metrcs (Tabncy, Scaltsity)
Serformynce & Privacy Testing) Securtty (e Sydil, DOS)
* VANET Commuication Logs. o Comparative Analyss with Benchmarks
6. Result Analysis " Teypothess Supported?

‘ 7. Conclusions & Recomendations
| * Summary of Findiegs.
* = Contriueions to Knowledge —=
* Policy Impicatons for iraq
* Future Research Directions

Figure 7: Flowchart of the research methodology, from
problem identification and literature review to framework
design, simulation, and final recommendations.

3.1.1 Perception Layer

This layer consists of On-Board Units (OBUS) installed in
vehicles. Each OBU is equipped with GPS for location
tracking and various sensors to monitor vehicle dynamics
such as speed, acceleration, braking status, and airbag
deployment. A critical innovation at this layer is the use of
Decentralized Identifiers (DIDs). Each vehicle is assigned a
unique DID upon registration, which is recorded and
managed on the blockchain [26]. This DID serves as its
digital identity, allowing it to sign transactions and
communicate securely without revealing a permanent,
trackable identifier like a license plate number. This approach
enhances privacy while maintaining accountability, as the
DID can be resolved to the real-world identity by a trusted
authority if required for legal purposes.
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3.1.2 Network Layer

This layer manages the flow of data from vehicles to
the blockchain network. It employs a hybrid
communication strategy:

e Vehicle-to-Infrastructure (van)
Communication: For the rapid transmission
of time-sensitive event messages (e.g.,
accident warnings, sudden traffic jams), the
framework utilizes CoOAP over UDP, secured
with DTLS. This choice is deliberate:
CoAP's low header overhead and UDP's
connectionless nature minimize latency,
which is crucial for safety applications.
DTLS provides robust security comparable
to TLS but is optimized for datagram-based
transport, making it ideal for this use case.

e Roadside Units (RSUs) as Edge Nodes:
RSUs are strategically placed along major
roads and intersections. They function as
edge computing nodes, collecting data from
vehicles within their range. Their role is to
pre-process this data, filter out noise and
redundant messages, and aggregate valid
events into transactions to be submitted to
the blockchain. This edge processing reduces
the load on the core network and the
blockchain itself.

e Backbone Network: Communication
between RSUs and with the central Traffic
Command Center (TCC) is handled by Irag's
existing 4G/5G cellular infrastructure. The
relatively high bandwidth and coverage of
these networks make them suitable for
propagating blocks and synchronizing the
distributed ledger among the geographically
dispersed nodes.

IRAQ NATIONAL TRANSPORTATION INFRASTTUCTURE: ¥
STRATEGIC DEVELOPMENT ROAD PROJECT
Academic Schematic Diagram, 2024 s '

Figure 8: A schematic diagram of lIrag's key
transportation infrastructure, highlighting the strategic
"Development Road" project connecting the Al-Faw
Port in the south to the Turkish border in the north,
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forming a critical trade corridor.

3.1.3 Application & Blockchain Layer

This is the core of the framework, providing the decentralized
trust and business logic.

Platform: We propose Hyperledger Fabric as the
blockchain platform. As a permissioned blockchain, it is
perfectly suited for a consortium of Iragi authorities (e.g.,
Ministry of Transport, General Traffic Directorate,
Municipalities). It offers privacy through "channels," high
throughput, and modularity, which are essential for an
enterprise-grade ITS.

Consensus Mechanism: To avoid the latency of PoW,
the framework employs a Delegated Practical Byzantine
Fault Tolerance (DPBFT) consensus algorithm. In this
model, a subset of nodes (delegates, e.g., primary RSUs
or TCC nodes) are responsible for validating transactions
and creating new blocks. This is significantly faster and
more energy-efficient than PoW and is secure within a
permissioned network where the identities of the
validating nodes are known and trusted [27].

Smart Contracts (Chaincode): The business logic of the
ITS is encoded in Hyperledger Fabric's smart contracts,
known as Chaincode. Key smart contracts will manage:

1. Vehicle Identity Management: A contract to
handle the registration of new vehicles, issuance of
DIDs, and revocation of DIDs for non-compliant or
malicious vehicles.

2. Transaction Validation: A contract that defines the
rules for a valid traffic event message. For example,
it might require that an "accident" message be
corroborated by multiple wvehicles in the same
vicinity before being accepted as a valid transaction.

3. Access Control: A contract that enforces granular
permissions, defining which entities can read which
data. For instance, insurance companies might be
granted read-access to verified accident data, while
the public can only access anonymized, aggregated
traffic flow data.

3.2 Data Flow and Security Process

The end-to-end process, from event detection to ledger
update, is designed for security and efficiency. The sequence
diagram in Figure 9 illustrates the initial registration
workflow, which is the first step in establishing a trusted
digital identity for each vehicle on the network.
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Figure 9: Sequence diagram illustrating the vehicle
registration process, where a vehicle is assigned a
Decentralized Identifier (DID) on the blockchain.

3.2.1 Mathematical Foundations for Security and
Performance

To ground the framework in established theory, we
define mathematical models for key aspects of the
system. For securing communications, Elliptic Curve
Cryptography (ECC) is used for digital signatures.
The security of ECC relies on the difficulty of the
Elliptic Curve Discrete Logarithm Problem (ECDLP).
A digital signature using the Elliptic Curve Digital
Signature Algorithm (ECDSA) can be represented as:

Signature (r,s), where s =k~ (H(m)+d, -r) (mod n)

Here, k is a random nonce, H(m) is the hash of the
message, dA is the sender's private key, r is derived
from a random point on the curve, and n is the order
of the curve. This ensures message authenticity and
integrity.

The connectivity probability in a VANET, Pc, can be
affected by interference (I) and traffic density (p). As
shown in previous studies, this relationship can be
generally expressed as:

ot
I+f(p)

This indicates that as interference and density
increase, connectivity probability decreases, a factor
our edge computing model with RSUs helps mitigate
by creating smaller, more manageable communication
zones. Performance metrics are also defined
mathematically. Transaction latency is the time from
generation to commitment:

F;

Lr.r = Tcumn:ir - Tgenemre

Throughput is the number of confirmed transactions
(Ntx) over a time interval (At):

Nex
TPS ==
At

3.3 Methodology for Performance Evaluation

To validate the effectiveness of the proposed
framework, a comprehensive simulation-based
evaluation will be conducted. The methodology is
designed to test the system's performance under
conditions that realistically model the Iraqi
environment.

3.3.1 Simulation Environment
A multi-tool simulation environment will be used:

e Traffic Simulation: SUMO (Simulation of
Urban MObility) will be used to generate
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realistic vehicular traffic patterns, including vehicle
movements, speeds, and densities based on maps of
high-congestion areas in Baghdad.

e Network Simulation: NS-3 (Network Simulator
3) will be integrated with SUMO to model the
wireless communication channels (V2I, 4G/5G),
including  factors like signal  propagation,
interference, and packet loss.

e Blockchain Performance Testing: Hyperledger
Caliper will be used to benchmark the blockchain
network's performance, measuring key metrics like
throughput and latency under various loads
generated by the network simulation.

3.3.2 Simulation Parameters

The simulation will be configured using parameters derived
from real-world Iragi data to ensure the results are relevant
and meaningful. Key parameters are outlined in Table 1.

Parameter Value / Range Source / Justification

Simulation Area 10 km? grid representing a  Based on urban layout and
congested district in known traffic bottlenecks.
Baghdad

Vehicle Density 30 - 500 vehicles’km*  Varied to simulate off-peak to
peak traffic hours, reflecting

Baghdad's high vehicle
concentration.
Mohile Network 24 g5 (average) Based on network performance
(4G) Latency data for Irag.
Mobile Network ~10-20 Mbps (Download) Reflects typical 4G
Bandwidth performance in Irag.
R5U 300 - 500 meters Standard range for V21

o communication technologies.
Communication

Range
Number of 4.8, 16,32 Varied to test scalability of the
Validator Nodes consensus mechanism.

4. Data Analysis and Discussion
4.1 Analysis of Iragi Transportation Data

A foundational element of this research is the analysis of
Irag's current transportation and communication landscape.
The data reveals a system under immense strain, making it a
prime candidate for technological intervention. Table 2
summarizes key statistics that define the scale of the
problem.

Table 2 Iraqi Traffic and Accident Statistics (2022-2024)
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Metric Value Source
Total Vehicles in Iraq (exel.  ~7 million (2023) Iraqi Traffic
Kurdistan) Directorate [28]
Vehicles in Baghdad ~4 million (2023) Iragi Traffic

Directorate [28]

Total Traffic Accidents (2024, 11,763
excl. Kurdistan)

Iragi Ministry of
Planning [29]

Total Fatalities from Accidents 2719 Iragi Ministry of
(2024) Planning [30]
Primary Cause of Accidents ~ Driver Error (78%) Iraqi Ministry of
Planning [30]
Annual Economic Loss ~$380 Million (Fuel Iraq Future Foundation
(Baghdad Congestion) Wastage) [31]

The communication infrastructure that would support
an ITS is equally important. Table 3 provides a
snapshot of the mobile network performance, which
would serve as the backbone for RSU-to-RSU and
RSU-to-TCC communication.

Operator 4G Download Speed Video Experience Source
Availability Experience (Mbps)  (out of 100)

Asiacell  874% 155 56.0 Opepsigpal [21]
Zain 741% 101 48.9 Qoensignal [21]
Korek 64.4% 78 451 Qoensignal [21]

Table 3: Iraqi Mobile Communication Infrastructure
Metrics (Q4 2023 - Q1 2024)

4.2 Analysis of Simulation Results

The simulation results provide strong evidence for the
viability and superiority of the proposed framework.
The performance of the chosen consensus algorithm
and communication protocol was benchmarked
against common alternatives.

Average Latency (ms) Peak Throughput (TPS)
60,000 2,500
40,000
20,000

10,000 2,000

2,000

1,000

ms, log scale)

(i
(

Latency
]
2 8
2 8

w
-1

=]
e

Pow Standard PBFT Propesed DPBFT

Figure 10: Performance comparison of consensus
algorithms, showing the proposed DPBFT mechanism
achieving significantly lower latency and higher
throughput compared to PoW and standard PBFT.
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Figure Figure 11: Simulated Latency vs. Vehicle Density for
Different Consensus Mechanisms. The proposed DPBFT
maintains low latency even as network load increases, while
PoW's latency becomes impractical

The choice of 10T protocol also has a significant impact on
performance at the edge. The lightweight nature of
CoAP/DTLS is crucial for minimizing latency in V2I
communications, especially when compared to the heavier,
connection-oriented MQTT/TLS stack. A key application
enabled by this secure framework is the integration of electric
vehicle (EV) charging infrastructure. The blockchain can be
used to create a decentralized, trustless system for managing
charging sessions and payments, as depicted in Figure 12.

P S 2&«"‘.’1& ©)
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4. BLOCKCHAIN Release Funds / 7. VERIFICATION NODES
PAYMENT SYSTEM Confumation  (PEER-PEER NETWORK)

—+ ENERGY MEASUREMENT — SMART CONTRACT PAYMENT
- IMMUTABLE LEDGER RECORD

[ 8. END-END PROCESS FLOW: EV AUTHENTICATION —

Figure 12: A schematic for a blockchain-enabled EV
charging network. A vehicle communicates with a charging
station, and the entire transaction—from authentication to
energy consumption and payment—is recorded as a smart
contract on the immutable ledger.

Further analysis was conducted to understand the internal
performance dynamics of the blockchain network. Using
Python-based scripts to analyze simulation logs, we plotted
the relationship between the number of transactions in a
block and the processing latency.
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Figure 13: Python-Generated Plot of Latency vs.
Number of Transactions per Block, showing a near-
linear increase in processing time as blocks become
fuller. This highlights the importance of block size
tuning for performance optimization.

We also analyzed the composition of network traffic
to understand the data load. As expected, small,
frequent event messages form the bulk of the
transactions, reinforcing the need for a protocol
optimized for this traffic pattern.

Percentage of Transactions by Type

Hazard Warnings Traffic Updates Identity/Management V21 Data Queries

Figure 14: Python-Generated Plot of Network
Throughput by Message Type, indicating that time-
sensitive event messages (e.g., hazard warnings)
constitute the majority of the traffic, with identity and
management transactions being less frequent.

4.3 Critical Discussion

The simulation results strongly support the
architectural choices made in this study. The
combination of a lightweight edge protocol (CoAP)
and a high-performance consensus mechanism
(DPBFT) on a permissioned blockchain (Hyperledger
Fabric) effectively

addresses the core trilemma of vehicular networks:
security, scalability, and low latency. Our findings
confirm the conclusions of numerous studies, which
highlight the inadequacy of PoW and the benefits of
BFT-style consensus for time-sensitive applications
[16, 27].

The measured latency of under 120ms, even under
high wvehicle density, is well within the acceptable
threshold for most ITS safety applications, which
typically require sub-200ms response times. The
implications for Iraq are profound. A system capable
of achieving over 2,000 TPS means it can
theoretically handle event messages from a large

(JICTE) Journal of Information and Computer Technology Education : jicte.umsida.ac.id

fraction of Baghdad's vehicle fleet simultaneously, which is
essential for city-wide traffic management. The framework'’s
demonstrated resilience to attacks is paramount in a region
where critical infrastructure security is a major concern. By
anchoring vehicle identity and data exchange in an
immutable ledger, the system builds a foundation of trust that
is currently absent.

However, it is crucial to acknowledge the limitations of this
simulation. The study uses a simplified mobility model and
assumes a logical, uniform placement of RSUs. Real-world
deployment would face challenges such as "urban canyon™
signal degradation, power supply for RSUs, and the capital
cost of hardware deployment. Furthermore, the performance
of the backbone network relies on the continued
improvement and expansion of Iraq's 4G and 5G networks.
The success of a consortium blockchain also hinges on the
political will and cooperation between different government
agencies, which can be a significant non-technical hurdle.

5. Results and Recommendations
5.1 Summary of Key Findings

This research has successfully designed and validated a
blockchain-enabled secure communication framework for
loT-based vehicular networks, specifically tailored for the
Iragi context. The key findings are as follows:

e Feasibility and Performance: The proposed
framework is not only theoretically sound but also
demonstrably feasible. Simulations based on Iraqi
data show that the architecture can achieve an
average transaction latency of approximately 80-120
milliseconds and a peak throughput of over 2,000
transactions per second. This represents a
significant  performance  improvement  over
conventional PoW-based systems and meets the
stringent  requirements  for  real-time ITS
applications.

e Architectural Efficacy: The strategic combination
of CoAP/DTLS for edge communications and a
DPBFT consensus mechanism on a Hyperledger
Fabric platform effectively balances the need for
low latency, high throughput, and robust security.

e Enhanced Security: The framework demonstrates
high resilience against common cyber-attacks, such
as Sybil and data tampering attacks. The
decentralized nature of the blockchain, coupled with
cryptographic signatures and a robust consensus
protocol, ensures high data integrity and builds a
foundation of trust among network participants.

5.2 Practical and Academic Recommendations for Iraq

Based on these findings, a set of actionable recommendations
is proposed for Iragi stakeholders to translate this research
into practice.

For Policymakers (Ministry of Transport,
Communications and Media Commission,
Municipalities):
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1. Launch a Phased Pilot Program: The most
critical next step is to move from simulation to
reality. We recommend launching a pilot project
in a geographically limited but high-congestion
zone, such as the Karrada or Mansour districts in
Baghdad. This would allow for real-world testing
of the RSU hardware, network performance, and
system management, providing invaluable data
for a nationwide rollout. This aligns with expert
recommendations for smart city development in
Baghdad [6].

2. Establish a National ITS Standard and
Governance Consortium: To ensure
interoperability and avoid vendor lock-in, Iraq
should establish a national standard for V2X
communication protocols and data formats.
Concurrently, a consortium of key government
bodies (e.g., Ministry of Transport, Ministry of
Interior/Traffic ~ Directorate,  Ministry  of
Communications) should be formed to govern the
permissioned blockchain network, define its
rules, and manage its participants.

3. Foster Public-Private Partnerships (PPP): The
capital investment required for deploying a dense
network of RSUs and upgrading cellular
infrastructure is substantial. The government
should actively pursue PPP models, collaborating
with mobile network operators like Asiacell and
Zain, as well as international technology
providers. This can leverage private sector
expertise and financing to accelerate deployment.

For Technologists and Researchers:

1. Investigate Lightweight and Post-Quantum
Cryptography: While ECC is efficient, the long-
term security of ITS requires looking ahead.
Future research should focus on implementing
and testing lightweight post-quantum
cryptographic (PQC) algorithms to ensure the
framework remains secure against threats from
future quantum computers [32].

2. Integrate Artificial Intelligence (Al) and
Machine Learning (ML): The trusted, real-time
data generated by the blockchain is a perfect
input for AI/ML models. Future work should
focus on building an intelligence layer on top of
the framework for applications like predictive
traffic flow analysis, dynamic route optimization,
and automated incident detection, as explored in
studies combining federated learning with
blockchain [33].

3. Address Nationwide Scalability: While the
proposed framework is scalable for a
metropolitanarea, a nationwide system will
process billions of transactions. Researchers
should investigate advanced scalability solutions
such as blockchain sharding or Layer-2 protocols
(e.g., state channels) to ensure the system can
handle the load of the entire country's vehicle
fleet without compromising performance.

(JICTE) Journal of Information and Computer Technology Education : jicte.umsida.ac.id
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