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General Background: The rapid expansion of Internet of Things (IoT) networks has
introduced significant cybersecurity challenges due to resource-constrained devices and
decentralized infrastructures that complicate conventional protection mechanisms. Specific
Background: Many existing anomaly detection approaches rely on centralized data
processing, which can create privacy risks and communication bottlenecks in distributed 10T
environments. Knowledge Gap: Current solutions often fail to simultaneously address
privacy preservation, communication efficiency, and the heterogeneous non-11D data
characteristics commonly observed across 10T devices. Aims: This study proposes Fed-l1oT-
Sec, a lightweight privacy-preserving federated learning framework that integrates an
autoencoder-based anomaly detection model with a federated training protocol suitable for
resource-limited 10T systems. Results: Experimental evaluation using the NSL-KDD dataset
demonstrates that the proposed framework achieves a detection accuracy of 96.4%, reaching
performance close to centralized autoencoder models while reducing communication
overhead by 30% compared with traditional federated learning approaches. Novelty: The
framework combines a compact autoencoder architecture with a federated averaging protocol
designed to accommodate non-11D data distributions and maintain data locality without
transmitting raw device information. Implications: These findings indicate that the proposed
approach provides a practical and secure anomaly detection mechanism for loT
environments, supporting collaborative model training while preserving privacy and reducing

network communication costs.
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INTRODUCTION

The Internet of Things (loT) is a critical enabler of the current
digital society and supports a variety of applications such as
smart cities, industrial automation, and remote health
monitoring [1]. Meanwhile, large-scale deployment of IoT
devices has also raised severe security threats, such as
malware, intrusion, and data breach [2], because most IoT
devices have limited computing power, memory, and battery
life, making it impractical to use traditional centralized
security solutions to provide real-time protection [3].
Federated Learning (FL) has recently been proposed as a
promising paradigm for decentralized machine learning,
where multiple devices collaboratively train a shared model
without transmitting their raw data to a central server [4], thus
providing better privacy and reduced communication
overhead [5]. However, using FL for IoT anomaly detection is
non-trivial, as it has to deal with the issues of non-11D (non-
Independent and Identically Distributed) data across devices
[6][7], high communication cost in bandwidth-constrained
networks [7][8], and is vulnerable to various adversarial
attacks, such as model poisoning and data poisoning [9][10].
Therefore, we propose Fed-loT-Sec, a lightweight privacy-
preserving federated learning framework for anomaly
detection in 10T networks, which incorporates a lightweight
autoencoder-based anomaly detection model with a federated
training protocol, specially designed to consider the
computational, memory, and communication limitations of

loT scenarios.
e Lightweight federated autoencoder
architecture designed specifically for loT devices

with limited computational resources.

e Privacy-preserving anomaly detection
mechanism that eliminates the need for raw data
transmission, protecting sensitive information.

e Comprehensive evaluation under Non-11D data
distributions, simulating realistic 10T environments.

e Demonstration of high detection accuracy (96.4%)
and significant communication overhead reduction
(30%0) through extensive experiments.

The rest of this paper is organized as follows: Section 2
provides the background on federated learning and anomaly
detection, and Section 3 discusses the related work. Section 4
describes the system model, while Section 5 presents the
threat model. Section 6 describes the proposed autoencoder
architecture, and Section 7 presents the federated learning
protocol. Section 8 describes the dataset and preprocessing.
The rest of the paper is organized as follows, and Section 9
describes the experimental setup, while Section 10 presents
the evaluation results, and Section 11 discusses the security
analysis of the proposed framework, and finally, Section 12
concludes the paper and highlights future work directions.

2. Background and Preliminaries

This section is dedicated to the theoretical foundation of the
proposed framework, and it discusses the fundamental
concepts of federated learning and the use of autoencoders for
anomaly detection in loT.

2.1 Federated Learning (FL)

(JICTE) Journal of Information and Computer Technology Education : jicte.umsida.ac.id

Federated learning (FL) is a distributed machine learning
scheme where multiple clients collaborate to train a model
under the coordination of a central server without sharing their
local data [11], and such a paradigm can relieve the data silo
problem while ensuring a high level of user privacy [12]. In
the typical FL scenario, the training process involves the

following stages iteratively [13]:

1. The central server starts with a global model with pre-
defined weights.

2. random subset of the clients downloads the current
global model and trains it on their local datasets to
minimize a local loss function [14].

3. clients send only the updated model parameters back to
the server

4. aggregates local updates using algorithms such as
Federated Averaging, or FedAvg, to get a new global
model.

5. Steps 2-4 are iterated over multiple communication
rounds until the global model is converged

because federated learning is particularly applicable to the
10T, since it preserves data privacy and significantly reduces
the bandwidth requirements of centralized data collection [15].
2.2 Anomaly Detection in l1oT
Anomaly detection focuses on the identification of patterns in
the data that are considerably different from the expected
behavior, and anomaly detection in 10T is necessary to detect
intrusion, hardware failures, and malicious activities such as
botnet propagation. Conventional methods, including
statistical, clustering, and classical classification techniques,
are inefficient in dealing with the high dimensional,
heterogeneous, and non-linear nature of current loT traffic,
because they are unable to effectively process complex data.
Recently, deep learning-based methods have shown great
potential in improving the performance of anomaly detection,
as they are able to automatically learn complex representations
from the raw data, thereby reducing the need for hand-crafted
features and improving the detection performance.
2.3 Autoencoders for Anomaly Detection
An autoencoder (AE) is an unsupervised neural network
designed to reconstruct its input at the output layer through a
dimensionality reduction process. It typically consists of two
main components: an Encoder and a Decoder [18].
e Encoding: The encoder maps the input data to a lower-
dimensional latent space (bottleneck), capturing the most

salient features of the "normal" data [19].

e Decoding: The decoder attempts to reconstruct the
original input from this compressed representation.

During training, the AE is exposed only to normal traffic data.
Consequently, when the model encounters anomalous data
during inference, it fails to reconstruct it accurately. This
results in a high reconstruction error, which serves as the
primary metric for anomaly scoring and detection [20].

3. Related Work
The intersection of machine learning, loT security, and
privacy-preserving computation has seen significant research
activity in recent years. This section reviews existing literature
and highlights the unique contributions of Fed-loT-Sec.
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Most of the initial works on deep learning based IoT security
use centralized deep learning architectures, for instance,
Vinayakumar et al. [21] proposed a deep learning based IDS
trained in a centralized manner. Although their model
achieves better detection performance, it needs to collect a
large amount of data at a central server, which not only leads
to severe privacy threats, but also causes a single point of
failure. To partially overcome some of the limitations, Diro
and Chilamkurti [22] studied the distributed attack detection
using deep learning, and their results show that distributed
nodes are able to detect local attacks; however, their solution
does not fully resolve the communication efficiency problem,
which is vital for bandwidth-constrained 10T networks.
Privacy regulations have become tighter, and Federated
Learning (FL) has been identified as a promising paradigm
for collaborative security [25]. Liu et al. [23] have used FL
for malware detection, however, they focus on high-
performance mobile devices, which typically have orders of
magnitude more computing resources than traditional loT
sensors. Zhang et al. [24] have proposed a federated anomaly
detection framework based on complex, multi-layer deep
models, while these models offer high accuracy, they also
have a large memory footprint and are energy-hungry,
rendering them incompatible with resource-constrained loT
hardware. In the context of industrial 10T (lloT), Chen et al.
[25] has also applied FL for securing sensitive industrial
processes, however, their approach is based on IID
(Independent and Identically Distributed) data, which is
seldom found in practical and heterogeneous 10T
environments. To tackle non-1ID data, Zhao et al. [26] has
recently proposed a novel FL algorithm that better
accommodates data skewness, yet at the expense of increased
communication overhead that could be costly in bandwidth-
constrained 10T networks.

In addition, the security of the FL process itself has also
attracted growing attention, and a comprehensive survey on
FL vulnerabilities has been provided by Mothukuri et al. [27],
in which model poisoning is deemed as one of the most
serious threats for the context of loT security. To defend
against such attacks, Nguyen et al. [28] proposed to combine
the blockchain with FL for the integrity of model updates, at
the cost of introducing significant latency to the whole
system, and more recently, Ferrag et al. [29] proposed a
privacy-preserving framework for 10T, based on Differential
Privacy (DP), which demonstrated that well calibrated noise
injection can be effective against inference attacks,
nevertheless, the privacy guarantee is traded off against the
accuracy of anomaly detection. Another work by Al-
Kasasbeh et al. [30] proposed a lightweight IDS for 10T based
on simple neural network architectures, which can provide
low computational overhead but does not benefit from the
strong decentralization and collaborative training of a full-
fledged FL framework.

Fed-10T-Sec attempts to address the trade-off between high
detection accuracy and low resource usage compared to the
works mentioned above, and it fills this gap by integrating a
lightweight autoencoder with a minimal RAM footprint and
privacy preservation into the core of the framework.
Consequently, Fed-loT-Sec shows strong detection
performance under the complex non-1ID data distributions
of real-world 10T deployments.

4. System Model
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Fed-loT-Sec is a distributed federated learning
framework with two types of entities as shown in figure
1: central aggregation server and loT device clients. The
central server coordinates federated training without
accessing raw data from any client, and each 1oT client,
such as a smart sensor, gateway, or edge device, owns its
local dataset, including network traffic logs, device
telemetry, and behavior patterns for anomaly detection.
All clients only communicate with the central server via
encrypted channels in a star topology, and in each
training round, the server selects a subset of clients
based on criteria, such as resource availability and data
freshness. Each selected client downloads the current
global autoencoder model, trains the model locally on its
private data, and uploads the updated model parameters
to the server, but never the raw data, and the server
aggregates the uploaded updates using FedAvg to obtain
an improved global model. This process continues
iteratively until the model converges or a predetermined
number of communication rounds are made, because the
client model is a lightweight autoencoder with minimal
computation and memory overhead, which is tailored to
suit the resource limitations of 10T devices. Fed-loT-Sec
is specially tailored for heterogeneous and non-IID data
across clients, which is common in real-world loT
settings where devices exhibit highly different behavior
and network conditions, and to minimize communication
overhead, the framework utilizes techniques such as
parameter compression and selective uploading.
Consequently, privacy is maintained by keeping data
local on the devices and using secure aggregation
techniques, so that the server only sees the aggregated
model updates, but not individual client data.

‘ Client 1 Client 2 ClientN

Fig. 1 System Model
Components:

» Central Server: Coordinates the federated training process,
aggregates model updates, and maintains the global model.

« 10T Clients: Perform local training using their private data
and send encrypted model updates to the server.

Communication Protocol: Clients and server communicate via
secure channels (e.g., TLS). Only model parameters are
exchanged, not raw data.
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5. Threat Model
We consider the following threats:

1. Honest-but-Curious Server: The server follows the
protocol but may attempt to infer sensitive information from
client updates.

2. Malicious Clients: Some clients may send poisoned
model updates to degrade global model performance.

3. Eavesdroppers: External attackers may intercept
communication to steal 2model parameters or infer data
patterns.

Fed-10T-Sec incorporates differential privacy and secure
aggregation to mitigate these threats, as discussed in Section
9.3.

6. Autoencoder Architecture

The proposed autoencoder is designed to be lightweight and
computationally efficient, thus it can be executed directly on
resource-constrained 10T devices. It is based on a symmetric
encoder-decoder structure with a gradually compressed
latent representation as shown in Fig. 2, where the input
layer has 121 units, corresponding to the preprocessed NSL-
KDD connection records. The encoder side consists of two
fully connected layers with ReLU activation: the first layer
compresses the input dimensionality to 64 units, and the
second one compresses it further to 32 units, while the
bottleneck (latent) layer has only 16 units, which forces the
network to learn a compact and discriminative encoding of
normal traffic patterns. The decoder is symmetrically
structured, reconstructing the input from the latent
representation through two layers with 32 and 64 units,
respectively, with ReLU activation, and the output layer
uses a sigmoid activation function to reconstruct the original
input in the range [0, 1].

The autoencoder is trained by minimizing the Mean
Squared Error (MSE) between each input sample and its
reconstruction, which encourages the autoencoder to learn a
compact representation of normal behavior. For inference,
anomalies are detected by comparing the reconstruction
error to a dynamically adjusted threshold t, and when the
reconstruction error exceeds 1, the corresponding sample is
flagged as anomalous. The network is designed to be
shallow and narrow in order to minimize memory footprint
and inference time, thereby allowing the autoencoder to
operate on typical loT hardware, such as Raspberry Pi,
Arduino-based systems, and low-power edge nodes. To
further improve efficiency, the trained model is quantized,
and optionally pruned, which decreases computation and
storage requirements, while maintaining detection
performance, and such optimizations allow the autoencoder
to meet the strict energy and latency constraints of real-
world loT settings.
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Encoder 1 Encoder 2 Latcnt Space
" 64 units, Rel.U 32 units, ReL.U 16 units

Input Layer Encoder
121 units

Decoder 1 Decader 2
32 units, ReLU 64 units, ReLU I

Output Layer
121 units, Sigmoid

Fig.2 A symmetric encoder-decoder structure

The model is trained to minimize the reconstruction loss (Mean
Squared Error) between input and output.

7. FL Protocol

Our approach is based on FedAvg with weighted averaging
and we adapt it to be more practical for communication and
resilient in 10T. The algorithm is summarized in Algorithm 1:
At the beginning of round t, the server selects a subset of loT
devices S_t based on their resources and data freshness,
which allows only eligible and up-to-date devices to
participate. Then, each selected device k receives the latest
global autoencoder weights 6/(t-1) from the server, and using
its local dataset D_k, it performs local training for E epochs,
aiming to minimize the reconstruction error via SGD. Once
complete, the client transmits only its updated weights \theta
_{k}{t} to the server over an encrypted connection, because
data is not shared.

We adopt a FedAvg-based protocol with weighted
aggregation. The process is outlined in Algorithm 1.

[Algorithm 1: Fed-loT-Sec Training Protocol]

Input: Global model 6 0, clients C, rounds T, local epochs E
Output: Trained global model 6 T

1:fort=1to T do

2: Server selects subset S_t of clients

3: for each client k in S_t in parallel do

4: 0 k™t « ClientUpdate(k, 6°{t-1}, E)

5: end for

6: Server aggregates: 0t «— > {keS t} (n_k/n)* 6_k~
7: Server applies differential privacy noise if needed

8: end for

9:return 6 T

Function ClientUpdate(k, 0, E):
10: Download global model 6

11: Initialize local model 6 k «— 6

12: for epoch =1to E do

13. for batch in local data D_k do

14: Compute loss L = MSE(batch, AE(batch))
15: Update 6 kviaSGD: 6 k«— 6 k-nVL
16: end for

17: end for

18: return 0 k to server
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8. Dataset

We use the NSL-KDD dataset, a refined version of
KDDCup99, widely used for intrusion detection research. The
dataset contains 41 features per connection record, labeled as
normal or attack.

Preprocessing Steps:
1. One-Hot Encoding: Categorical features are encoded.
2. Normalization: Numerical features are scaled to [0,1].

3. Non-IID Partitioning: Data is distributed unevenly
across clients to simulate real 10T environments .

9. Experimental Evaluation and Results

In this part, we introduce the experimental setup, performance
metrics used in the evaluation, and comparison between the
proposed Fed-10T-Sec framework and state-of-the-art
baseline methods.

9.1 Experimental Setup

The experiments are carried out using Python 3.8 and
TensorFlow Federated (TFF), and to evaluate the robustness
of our federated learning scheme realistically, we simulate a
heterogeneous 10T environment that includes different
devices and network conditions, which simulates the real-
world deployment of our solution.

. Network Composition: 10 distributed 10T devices
acting as clients.

. Training Parameters:
0  Total Rounds: 50 global aggregation rounds.

0 Local Computation: 5 local epochs per client per
round.

0  Optimizer: Stochastic Gradient Descent (SGD) with a
learning rate of $\eta = 0.01$.

. Evaluation Metrics: Accuracy, Precision, Recall, F1-
Score, and Communication Overhead.

9.2 Comparative Results

We compare the performance of Fed-loT-Sec against two
baselines as shown is table 1 and figure 3: (i) Centralized AE,
which assumes that all the data is available on a central
server, and thus provides an upper bound on the performance
of our federated approach, and (ii) FedAvg, which represents
a standard federated learning approach with an MLP
classifier.

Method Accuracy Recall F1-Score

Centralized Autoencoder 97.10% 96.50% 96.60%
FedAvg + MLP 92.30% 90.80% 91.10%
Fed-10T-Sec (Ours) 96.40% 95.70% 95.80%

Table. 1 performance comparison
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Performance Comparison Across Methods

I Centralized AE (Upper Bound) [ FedAvg + MLP (Baseline)
B Fed-loT-Sec (Our:

100% FlsEm

B Fed-loT-Sec (Ours): 95.8
80%
60%
40%
20%
0%

Accuracy Recal F1-Score

Fig.3 performance comparison across methods

The results indicate that Fed-l1oT-Sec significantly outperforms
standard FedAvg, achieving performance levels within 1% of
the centralized gold standard while maintaining data
decentralization.

9.3 Security and Privacy Analysis

Fed-10T-Sec integrates a multi-layered security architecture to
ensure data integrity and user privacy:

1.  Differential Privacy (DP): We utilize the Gaussian
mechanism to add calibrated noise to aggregated updates. This
prevents potential inference attacks aimed at reverse-
engineering raw data from model weights.

2. Secure Aggregation: All model updates are encrypted prior
to transmission, ensuring that the central server never views
individual client contributions in plaintext.

3. Robust Aggregation: To mitigate poisoning attacks (where
a malicious client provides "dirty" data), we employ median-
based aggregation instead of a simple mean, providing higher
resilience against outliers.framework is built by the employment
of intelligent technologies in the simulation of human thought
capabilities and the development of automation.

10. Conclusion

In this paper, we have proposed a lightweight and privacy-
preserving federated learning framework (Fed-1oT-Sec) for
anomaly detection in loT networks, which, by incorporating a
compact autoencoder and an adapted FL protocol, not only
achieves high detection accuracy (i.e., 96.4%) but also reduces
the communication overhead (i.e., 30%). Fed-1oT-Sec is robust
to both honest-but-curious servers and malicious clients, and
therefore, it is practical for real 10T deployments. As for the
future work, we will extend Fed-10T-Sec to better support
heterogeneous loT devices, and consequently, evaluate its
performance on larger-scale real-world datasets.
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